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Bid Number/gyel waies (Rs geam):
GEM/2024/B/5265156
Dated/fzeier : 20-08-2024

Bid Document/ fas g&mast

Bid Details/[9g faewor

Bid End Date/Time/RE s aa f al@/aag

02-09-2024 09:00:00

Bid Opening Date/Time/fas gead &I
ad@/aaa

02-09-2024 09:30:00

Bid Offer Validity (From End Date)/Q3 Q2reer
duar (9 A A ad@ A)

120 (Days)

Ministry/State Name/Fara /I & I

Ministry Of Finance

Department Name/[A#9r & =re1

Department Of Economic Affairs

Organisation Name/@31&a & 1A

Security Printing And Minting Corporation Of India Limited
(spmcil)

Office Name/#rR—ater & =TdA

Janpath

Item Category/#Hg Bl

Cyber Security Audit - Infrastructure Audit, Security and
Compliance Audit, Refer to Scope of Work and Technical
Specifications

Contract Period/3icdr 3/afy

3 Month(s) 1 Day(s)

Years of Past Experience Required for

same/similar service/3¢1/dd Jar3it & faw 1 Year (s)
IR ford 3gHa & av
Past Experience of Similar Services
required/zl e & a3 & Ao maTF Yes
AT
MSE Exemption for Years Of v
Experience/3i s & ant & wHwaS ge/ es
Startup Exemption for Years Of v

es

Experience/3/d & auf & FIEHUT e/

Document required from seller/fhar ¥ A
AT &S

Experience Criteria,Certificate (Requested in
ATC),Additional Doc 1 (Requested in ATC)

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

Bid to RA enabled/fs & Ra¥ e afha frar

No

Type of Bid/Qs & UaHR

Two Packet Bid
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Bid Details/f5 faaor

Time allowed for Technical Clarifications
during technical evaluation/d&eif 3[eihe & |2 pays

R aNdr TaRiaor g IHFAT FHT
Estimated Bid Value/3igaiad s #ea 1096456
Evaluation Method/#eis ugid Total value wise evaluation

EMD Detail/3uadr faavor

Advisory Bank/Tsarssiy & Indusind bank

EMD Amount/$uagr Y 21930

ePBG Detail/$didisit faaror

Advisory Bank/tsarssit §& Indusind bank

ePBG Percentage(%)/sdisl ufaera (%) 3.00

Duration of ePBG required (Months)/3ddisit &t
fEa el @#E@).

(a). EMD EXEMPTION: The bidder seeking EMD exemption, must submit the valid supporting document for the
relevant category as per GeM GTC with the bid. Under MSE category, only manufacturers for goods and Service
Providers for Services are eligible for exemption from EMD. Traders are excluded from the purview of this
Policy./ai#t & erdf & ITAT STASN P & ST fAsT B HafAd Heall & forw s & @y du gaAfia gedrdst wedd o B
THTHS IR &b HANT hadl a3t & fow AfAatar aur Jarsif & fow dar gerar SuaAst § ge & T &1 aRAr ot 38 Aifd &
I/ AEL @M I &

(b). EMD & Performance security should be in favour of Beneficiary, wherever it is applicable./$Tast 3R Hurga
JATA T, ST TE I el &, et & ey gt arfew)

Beneficiary/arandf :

Chief General Manager
NASHIK
(India Security Press, A Unit Of Spmcil)

MIl Compliance/THSHTS gurel

MIl Compliance/TH3TS3TS el Yes

MSE Purchase Preference/taitsis @iig adiar

MSE Purchase Preference/Tauds @G adidadr Yes
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1. If the bidder is a Micro or Small Enterprise as per latest definitions under MSME rules, the bidder shall be
exempted from the requirement of "Bidder Turnover" criteria and "Experience Criteria" subject to meeting of
quality and technical specifications. If the bidder is OEM of the offered products, it would be exempted from the
"OEM Average Turnover" criteria also subject to meeting of quality and technical specifications. In case any
bidder is seeking exemption from Turnover / Experience Criteria, the supporting documents to prove his eligibility
for exemption must be uploaded for evaluation by the buyer.

2. If the bidder is a Startup, the bidder shall be exempted from the requirement of "Bidder Turnover" criteria and
"Experience Criteria" subject to their meeting of quality and technical specifications. If the bidder is OEM of the
offered products, it would be exempted from the "OEM Average Turnover" criteria also subject to meeting of
quality and technical specifications. In case any bidder is seeking exemption from Turnover / Experience Criteria,
the supporting documents to prove his eligibility for exemption must be uploaded for evaluation by the buyer.

3. Years of Past Experience required: The bidder must have experience for number of years as indicated above in
bid document (ending month of March prior to the bid opening) of providing similar type of services to any
Central / State Govt Organization / PSU. Copies of relevant contracts / orders to be uploaded along with bid in
support of having provided services during each of the Financial year.

4. Purchase preference will be given to MSEs having valid Udyam Registration and whose credentials are
validated online through Udyam Registration portal as defined in Public Procurement Policy for Micro and Small
Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued by Ministry of Micro, Small and Medium Enterprises and
its subsequent Orders/Notifications issued by concerned Ministry. If the bidder wants to avail themselves of the
Purchase preference, the bidder must be the manufacturer / OEM of the offered product on GeM. Traders are
excluded from the purview of Public Procurement Policy for Micro and Small Enterprises and hence resellers
offering products manufactured by some other OEM are not eligible for any purchase preference. In respect of bid
for Services, the bidder must be the Service provider of the offered Service. Relevant documentary evidence in
this regard shall be uploaded along with the bid in respect of the offered product or service and Buyer will decide
eligibility for purchase preference based on documentary evidence submitted, while evaluating the bid. If L-1 is
not an MSE and MSE Seller (s) has / have quoted price within L-1+ 15% (Selected by Buyer) of margin of
purchase preference /price band defined in relevant policy, such MSE Seller shall be given opportunity to match
L-1 price and contract will be awarded for 100% (selected by Buyer) percentage of total quantity. The buyers are
advised to refer the OM No. F.1/4/2021-PPD dated 18.05.2023 OM_No.1 4 2021 PPD_dated 18.05.2023 for
compliance of Concurrent application of Public Procurement Policy for Micro and Small Enterprises Order, 2012
and Public Procurement (Preference to Make in India) Order, 2017. Benefits of MSE will be allowed only if seller is
validated on-line in GeM profile as well as validated and approved by Buyer after evaluation of documents
submitted.

5. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

6. Past Experience of Similar Services: The bidder must have successfully executed/completed similar Services
over the last three years i.e. the current financial year and the last three financial years(ending month of March
prior to the bid opening): -

1. Three similar completed services costing not less than the amount equal to 40% (forty percent) of the
estimated cost; or

2. Two similar completed services costing not less than the amount equal to 50% (fifty percent) of the estimated
cost; or

3. One similar completed service costing not less than the amount equal to 80% (eighty percent) of the estimated
cost.

Additional Qualification/Data Required/31fait® deadr /3maas Ser

Payment Terms:100% Payment will be released after successful completion of work, Submission of Bills &
Acceptance by ISP.

Scope of Work:1723093106.pdf

Cyber Security Audit - Infrastructure Audit, Security And Compliance Audit, Refer To
Scope Of Work And Technical Specifications ( 1)

Technical Specifications/dalih fafAFAr
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https://bidplus.gem.gov.in/bidding/downloadOmppdfile/
https://bidplus.gem.gov.in/resources/upload_nas/AugQ324/bidding/biddoc/bid-6755484/1723093106.pdf

Specification Values

Core

Infrastructure Audit , Security and Compliance Audit , Refer to Scope of Work

Type of Audit needed and Technical Specifications

Team Deployment On-site

Standards against which ISO 27001: Information Security Management System (ISMS) , Refer to Scope
compliance needed of Work and Technical Specifications

Addon(s)/us3iid

Additional Specification Documents/3ifafR® AR crarRs

Consignees/Reporting Officer/ R /Raféar 3w

Consignee o
S.No./®. || Reporting/Officer/ uantity to Additional
& QR RS Address/adr ?)e cet ays 1 Requirement/3ifaRk®
31T
422101,India Security Press,
1 Imtiyaz Khan Nashik Road Nashik , 1 N/A
Maharashtra

Buyer Added Bid Specific Terms and Conditions/sar g s o Rs & Ry ot

1. Generic

OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

2. Generic

1. The Seller shall not assign the Contract in whole or part without obtaining the prior written consent of

buyer.
2. The Seller shall not sub-contract the Contract in whole or part to any entity without obtaining the prior

written consent of buyer.

3. The Seller shall, notwithstanding the consent and assignment/sub-contract, remain jointly and severally
liable and responsible to buyer together with the assignee/ sub-contractor, for and in respect of the due
performance of the Contract and the Sellers obligations there under.

3. Buyer Added Bid Specific ATC

Buyer Added text based ATC clauses

NOTE 1: - The Technical Specification and Scope of work enclosed with bid documents will sup

ersede all the parameters selected. Accordingly, before quoting bidders are requested to go th
rough enclosed Technical Specification and Scope of work and bid accordingly.
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NOTE 2: - Bidder firm i.e. IS (Information Systems) security auditing organizations must be Go
vernment CERT-In empaneled organization.

Buyer Added Bid Specific ATC
The Bidder firm should meet following eligibility criteria to qualify in the Techno Commercial Bid: -

1) For MSE/Start-up firm: Capability - Equipment & Manufacturing Facilities: The bidder must hav
e capability to provide the relevant service as IS (Information Systems) security auditing as per scope of w
ork and technical specification attached in Bid Document.

Il) For other firm (Other services)- Experience and past performance: The Bidder should have exp
erience of successful completion of services of IS (Information Systems) security auditing for the value at |

east Rs. 4,38,582.4/- in any one of the last five years ending on 31 5t March 2023.
Note: Participating bidder needs to submit all related documents along with the bid.

Il1) Joint Ventures and Holding Companies: Credentials of the partners of Joint ventures cannot (repea
t cannot) be clubbed for the purpose of compliance of PQC in supply of Goods/Equipment, and each partne
r must comply with all the PQC criteria independently However, for the purpose of qualifying the Financial
Standing Criteria, the Financial Standing credentials of a Holding Company can be clubbed with only one of
the fully owned subsidiary bidding company, with appropriate legal documents proving such ownership.

IV) PAN: The Bidder should be registered with the Income tax. Relevant proof in support shall be submitte
d.

V) Goods & Service Tax Registration (GST): The Bidder should be registered with Goods & Service Ta
x (GST). Relevant proof of registration Certificate shall be submitted.

VI) Undertaking:-
a) “We M/s firm has not been blacklisted by Government of India in the past. ”

b) “We M/s agree to withdraw all the deviations, if any, unconditionally and accept all the Terms an
d conditions of the document including the technical specifications & scope of work.”

VII) Note:

a) Interested firms are requested to submit the above required documents sealed and signed on al | pages
along with Bid.

b) No further correspondence will be made with the bidders for shortfall of documents, if any; such offers
with partial submission of documents will be summarily rejected.

¢) The Bid should be completed in all the respect including submission of all the required documents so th
at further clarification may not be called for.

VIII) Delivery Period of IT Security audit Services:
1. Total 90 working days (for Round 1 and Round 2 testing).

2. The above duration is excluding the time taken by client to fix the issues reported and it may vary
based on fixes done by client.

IX) Quantum of LD:- If the Seller/Service Provider fails to deliver any or all of the Goods/Services within t
he original/re-fixed delivery period(s) specified in the contract, the Buyer will be entitled to deduct/recover
the Liquidated Damages for the delay, unless covered under Force Majeure conditions aforesaid, @ 0.5% o
f the contract value of delayed quantity per week or part of the week of delayed period as pre-estimated d
amages not exceeding 10% of the contract value of delayed quantity without any controversy/dispute of a
ny sort whatsoever.

X) Payment Terms: - 100% Payment will be released after successful completion of work, Submission of
Bills & Acceptance by ISP.

XI) Bidder must submit check list of below mentioned documents: -
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Sr. No. Description Submitted / Not
Submitted

MSE Certificate / Start Up Certificate if claiming for exem
1 ption against Experience and Turnover Criteria only.

2 Documentary evidence towards Capability as per clause |

Documentary evidence towards experience as per clause

3 n

Documentary evidence towards PAN & GST Registration a
4 s per clause IV & V
5 Undertakings/Declarations as per clause VI) a) & b)

Duly sealed and signed copy of Technical Specification a
6 nd Scope of work
7 Compliance to all terms and conditions of bid document
8 EMD

4. Certificates

Bidder's offer is liable to be rejected if they don't upload any of the certificates / documents sought in the
Bid document, ATC and Corrigendum if any.

5. Forms of EMD and PBG

Bidders can also submit the EMD with Account Payee Demand Draft in favour of

India Security Press, A Unit of SPMCIL
payable at
NASHIK

Bidder has to upload scanned copy / proof of the DD along with bid and has to ensure delivery of hardcopy
to the Buyer within 5 days of Bid End date / Bid Opening date.

6. Forms of EMD and PBG

Bidders can also submit the EMD with Fixed Deposit Receipt made out or pledged in the name of A/C
(Name of the Buyer). The bank should certify on it that the deposit can be withdrawn only on the demand
or with the sanction of the pledgee. For release of EMD, the FDR will be released in the favour of the
bidder by the Buyer after making endorsement on the back of the FDR duly signed and stamped along
with covering letter. Bidder has to upload scanned copy/ proof of the FDR along with bid and has to ensure
delivery of hardcopy to the Buyer within 5 days of Bid End date/ Bid Opening date

7. Forms of EMD and PBG

Bidders can also submit the EMD with Banker’s Cheque in favour of
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India Security Press, A Unit of SPMCIL
payable at
Nashik

Bidder has to upload scanned copy / proof of the BC along with bid and has to ensure delivery of hardcopy
to the Buyer within 5 days of Bid End date / Bid Opening date.

8. Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Account Payee Demand Draft also
(besides PBG which is allowed as per GeM GTC). DD should be made in favour of

India Security Press, A Unit of SPMCIL

payable at

Nashik

. After award of contract, Successful Bidder can upload scanned copy of the DD in place of PBG and has to
ensure delivery of hard copy to the original DD to the Buyer within 15 days of award of contract.

9. Forms of EMD and PBG

Successful Bidder can submit the Performance Security in the form of Fixed Deposit Receipt also (besides
PBG which is allowed as per GeM GTC). FDR should be made out or pledged in the name of

India Security Press, A Unit of SPMCIL

A/C (Name of the Seller). The bank should certify on it that the deposit can be withdrawn only on the
demand or with the sanction of the pledgee. For release of Security Deposit, the FDR will be released in
favour of bidder by the Buyer after making endorsement on the back of the FDR duly signed and stamped
along with covering letter. Successful Bidder has to upload scanned copy of the FDR document in place of
PBG and has to ensure delivery of hard copy of Original FDR to the Buyer within 15 days of award of
contract.

Disclaimer/zhaxor

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached cateqories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

9. Mandating foreign / international certifications even in case of existence of Indian Standards without
specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.

© N o v A
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf

13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

15. Any ATC clause in contravention with GeM GTC Clause 4 (xiii)(h) will be invalid. In case of multiple L1
bidders against a service bid, the buyer shall place the Contract by selection of a bidder amongst the L-1
bidders through a Random Algorithm executed by GeM system.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

This Bid is governed by the General Terms and Conditions/arar=g f@3a 3R erd, conditons stipulated in Bid and
Service Level Agreement specific to this Service as provided in the Marketplace. However in case if any condition
specified in General Terms and Conditions/@Tar=g f@zer 3R oK is contradicted by the conditions stipulated in
Service Level Agreement, then it will over ride the conditions in the General Terms and Conditions.

In terms of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which
shares a land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to
undertake compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action

in accordance with the laws./S1 I TTHAT LAl & TS 26 & HGH H AR & AT HH WA TSN FA arel ¢ & O ¥ @l
W giady & TE9 F AT F AT qH AT @S A ared T a7 drs o = 3@ [fae # s g & faw i oy o
59 a8 95 & aren weTH W & orE Goligd @Ifes # A9 od §HT IS B SEA AHqureld delr glem iR e o
I BYOT RFT ST T SEM AUl o B W HIIT Bl dehrel AT XA AR Plefed & AT AT BN Hlefell PRars
& T BT |

---Thank You/g=arg---
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https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20240820
https://bidplus.gem.gov.in/bidding/bid/bidsla/45636564074256
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